We are developing innovative new laboratory materials that give students a hands-on introduction to both traditional and wireless networking concepts. Our labs are designed around the Cybiko, a powerful multi-functional wireless handheld computer that sells for less than $50. The materials can be used to augment existing networking courses or as the core of a new upper-level course. This paper describes the labs completed to date, our plans for the future, and presents the results of a comparative study using the labs to demonstrate routing algorithms.
Introduction
The tremendous growth of telecommunications and the Internet makes it increasingly important that undergraduate students be exposed to fundamental networking concepts and technologies. Yet little material for supporting networking courses is publicly available, as a search of the Computer Science Teaching Center [4] and Computer Science Education Links [8] sites reveals. Even less material exists to support wireless networking courses and topics.
We strongly believe, as do many others [12] , that students learn most effectively from active involvement in experience-based activities. Towards that end, we are developing lab exercises and materials that facilitate interactive, hands-on introduction to traditional and wireless networking concepts. These labs are designed around wireless handhelds, and can be used to supplement existing networking courses or as the core of a new upperlevel course. Our efforts to date have focused on creating materials to support traditional networking topics, which are described in detail in Section 4 along with our plans for labs addressing wireless networking topics.
Background
It is becoming common for larger schools, or those with more technical programs, to have purpose-built facilities to support networking labs [5, 7, 14, 15] . Students gain firsthand experience building actual networks, setting up domain name servers and web servers, configuring routers, etc. The specific skills taught in these courses are often determined at least in part by consultation with industry [6, 10, 14] . However, many smaller schools either cannot afford such facilities or wish to focus on the fundamentals instead of the skills dictated by current technology.
A number of sophisticated network simulators exist and can be used to introduce basic concepts such as communications protocols, routing, bridging, error handling, etc [1, 2, 9] . But these powerful tools can have steep learning curves and, while excellent for doing indepth evaluations or comparing algorithms quantitatively, often simulate a networking environment in far more detail than is necessary for a simple introduction of fundamental concepts.
We are producing materials that introduce the fundamentals in a simple, hands-on fashion, and at minimal expense. Our approach enables demonstrations to be performed in any classroom or lab space, and for students to arrange themselves such that their positions mimic a given topology (a larger benefit than one might at first imagine). Custom applications have been written to illustrate routing concepts in traditional wired networks, with plans for labs to demonstrate several topics in wireless networking. This is in contrast to other work using handheld computers in education, which has focused primarily on enhancing the lecture environment instead of the lab [3, 11] .
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Cybiko
The Cybiko is a powerful multi-functional wireless handheld computer designed for the teenage market. (See Figure 1 .) Given its current street price of $29.99, the feature list is impressive: a 32-bit processor, 512K of RAM (expandable to 1.5 MB), miniature QWERTY keyboard, and a 160×100 LCD display with four levels of gray. An expansion slot can accept memory cartridges or an MP3 player, with additional options being developed. More interestingly, the devices have built-in support for wireless communication with a range of up to 300 feet and throughput of 19.2Kbps. (A newer model has been introduced with a faster processor, more memory, and an improved keyboard. List price is $99, but it is commonly available for $49.99.)
Cybikos have standard PDA-like functionality (e.g., calendar, address book, notebook), but also provide a wireless text-based chat program, E-mail software, and a wide variety of games.
New applications can be downloaded to a PC from the Cybiko web site 1 , and then transferred to the Cybiko over a serial cable. (Currently, over 400 applications are available for free on the site.) Better still, for our purposes, Cybiko gives away a software development kit containing a C compiler and API documentation 2 .
The low price, wireless communication capabilities, and free development environment make this an extremely attractive platform on which to create teaching materials for illustrating networking concepts.
3.1
Will Cybiko Survive? The longevity of our teaching materials is independent of the Cybiko, as there are other platforms that could be adopted, but it is natural to wonder about the survival of the devices. Cybiko is a privately held company, formed in 1999 to market the Cybiko handheld, its only product. Given the positive press the Cybiko has received and the large and growing number of Cybiko-related web sites, there seems to be ample evidence of consumer enthusiasm.
The potential of the Cybiko has not escaped AOL, which is now a significant shareholder. The two companies are working together to add AOL features such as Instant Messaging to the devices, and to establish wireless Internet gateway services in shopping malls and other teen gathering spots.
Should the Cybiko fail, there will be a number of fallback platforms to which our materials could be ported. The Bluetooth wireless standard, while off to a slower start than anticipated, is making an appearance in consumer electronics and should continue to gain ground. Also, the 802.11 standard has become almost ubiquitous and is now showing up in less expensive, low-end devices. Wirelessenabled PDAs would make excellent platforms on which to implement wireless networking materials, though at somewhat greater cost.
Lab Details
The basic model for each of the lab demonstrations is the same: Individual students (or small groups) are each assigned a Cybiko and actively participate in the given lab activity. The session is supervised by a faculty member or teaching assistant who oversees the action from an "administrative" Cybiko and guides the students through a series of planned activities.
4.1
Traditional Networking We have written applications illustrating flooding, distance-vector, and link-state routing algorithms. For all of these demonstrations, a virtual interconnection topology is created first on the administrative Cybiko. The administrator can alter this topology, modifying link weights and states as the lab progresses. Student Cybikos are assigned positions in the virtual topology automatically as they contact the administrative Cybiko, and are given the identities of their immediate neighbors. Routing applications run atop our Virtual Topology Layer (VTL), which hides the details of the Cybiko's communications routines and makes it appear as though the devices are in a wired network. The VTL also makes calls into the application code when networking events occur. (e.g. message arrival, topology changes, etc.) This isolates our routing applications from the Cybiko OS, which both simplifies the routing protocol code, and make it easier to port the code to another platform if it becomes necessary.
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Introductory Lab
This first lab shows students how to download custom applications to their Cybikos and familiarizes them with the operating system. Students then pair up and use one of our custom applications to pass messages back and forth between Cybikos, displaying transfer and error rates. Students can investigate the error rate as a function of distance, and the effect of obstructions.
Flooding Lab
This lab demonstrates that flooding distributes data packets to all nodes in the network without knowledge of the entire topology, and that hop counts effectively limit this otherwise infinite process. Students take turns sending simulated data, which is initially flooded onto the virtual topology without hop counts or other optimizations. As a Cybiko receives and forwards data packets, it prints the identity of the neighbor that forwarded it and the intended destination, so students can see how data is moving. The unit also beeps so its owner and all lab participants realize it is forwarding data. It rapidly becomes obvious that flooding can continue indefinitely, even when packets are not forwarded back along the source link.
Data forwarding can be disabled on each Cybiko at the press of a key, so students are able to halt the infinite flooding. The administrative Cybiko can modify the virtual topology at any time to help illustrate its affect on the flooding. It can also instruct all student Cybikos to begin using hop counts. When in effect, students must specify the maximum count each time they send data. The administrator can guide the students in selecting values and show that unrealistically low thresholds prevent data from reaching all nodes, but that the process eventually stops even with large maximum hop counts.
Distance Vector Lab
In lecture, students are shown that local routing tables are sufficient to perform system-wide routing, and the basic mechanics of the distance vector routing algorithm are introduced. In lab, they run an application implementing distance vector routing and take turns passing data to remote destinations and observing as intermediate Cybikos help route the data.
Each Cybiko initially knows only its immediate neighbors. Distances to these hosts are determined via student-initiated ping messages (which are actually handled by the administrative Cybiko, to maintain central control over the virtual topology). Students can then request that their Cybiko send distance vectors to its immediate neighbors, and watch as incoming routing information is incorporated and tables updated. (This application can also be used to demonstrate static routing, as each Cybiko can "cheat" and compute optimal routes when instructed to by the administrative Cybiko.) Once all routes have been discovered and the tables have stabilized, the lab administrator demonstrates that the scheme can adapt to changing conditions by shortening one or more paths and watching as this information propagates between machines. Similarly, changes are monitored in response to disabled Cybikos. This offers an opportunity to present the count-to-infinity problem, and to demonstrate how the split-horizon optimization attempts to solve it. In addition to split horizon (with and without poisoned reverse), the application can also perform triggered updates. These optimizations are all enabled or disabled by the administrative machine, which can also force all student machines to clear their tables at any time.
Link-State Routing Lab
The distance vector lab illustrates clearly to students how the propagation of distance information can delay convergence of the routing tables, and unknowingly pass along "stale" information. In lecture, students are shown how accurate information is broadcast quickly to all nodes using the link-state routing algorithm, and how shortest path algorithms can build routing tables from the link state database. The lab then demonstrates that changes in routing information can propagate more quickly in this scheme than in distance-vector routing, and shows that the count-to-infinity problem no longer occurs. Students witness first-hand the increased volume of routing information as well.
Wireless Networking
We are continuing to develop Cybiko applications demonstrating wireless networking concepts. The first lab will implement a simple ALOHA-style environment with collisions being deduced by means of overdue acknowledgements. An improved protocol will add the equivalent of carrier sensing, and can be used to demonstrate both the hidden and exposed station problems. A final lab will extend this to a MACA-style protocol with RTS and CTS control frames to prevent collisions.
Additionally, a collection of Cybikos will be used to simulate wireless communication with fixed access points (i.e., cellular communication). Several units will be designated as access points and tethered to PCs on a fixed network. The mobile Cybikos will broadcast probe frames to discover potential access points and present possible candidates to the student. Students can select an access point and observe communication traffic as the access point is notified and user data is transmitted. Students simulate motion between cells either by manually selecting another access point, or by allowing the application to force a transition if contact with the current access point is lost. (This could be achieved through intervention from the administrative Cybiko.)
Additional Projects
In addition to the Cybiko lab applications, source code will be made available to interested faculty and could be used as the basis of more involved activities. For example, students could be required to write all or part of the distance-vector routing code and verify that it works correctly. We have been careful to separate our library of communications and administrative routines from the rest of the applications, and this infrastructure could be used in projects such as implementing and evaluating slotted wireless protocols, tunneling IP packets across chains of Cybiko units, writing transport-layer protocols, or building a full 802.11-style wireless system.
Experiences
Our experiences with the Cybiko have been favorable overall. The devices appear to be well built and robust, and the free software development kit contains everything one needs to write applications for the device, including documentation for the Cybiko API. Unfortunately, the documentation describes the calls only briefly and the descriptions are occasionally incorrect. Thus, programming for the Cybiko has often required trial and error on our part. (Though others will now be spared this effort, as they can build atop our software layer.) In some cases the Cybiko development team have answered questions via E-mail, but in general their developers' message board has been more useful (and timely). Cybiko has recently begun selling a "professional" version of their SDK that contains libraries of graphics and sound files, and a compiler capable of generating native code 3 , but the API documentation is the same as that in the free SDK.
Evaluation
The three routing labs described in Section 4 were completed in time to use in our upper-level Computer Networks elective course in the fall of 2001. Until this trial, routing had been taught entirely as a lecture topic, and the trial began with a two-lecture introduction to flooding, distance vector, and link state routing. The entire class was then given an assessment exam to determine how well they knew the material. The group was randomly split into two halves -one of which received an additional more detailed lecture, the other explored the same material via the labs. The assessment exam was then given again to measure improvement.
The class consisted of 17 students, seven women and 10 men, with seven being students of color. While not a particularly large group, it was at least a diverse mix. Nine of these participated in the lab trials, including four women. The exam consisted of 22 multiple-choice questions worth four points each covering routing concepts and issues, and four detailed routing problems worth a total of 42 points. Each component was designed to be precisely gradable.
The results were extremely encouraging, though care must be taken to emphasize the small number of students involved. The exam results are shown in Figure 2 . Both groups showed improvement from the first exam to the second, with the students using the labs improving by 24% to the lecture group's 16%. The scores on the multiple-choice portion improved by nearly the same amount in each group, but the lab group's improvement on the detailed routing problems was more than twice that of the lecture group (33% to 15%). 3 The basic compiler generates compact byte-code programs whose performance is more than adequate for our purposes. Students were asked, on a scale of 0 to 10, how much they had enjoyed both the first set of lectures and the additional lecture/lab. The lecture group's enjoyment decreased from 7.4 to 6.7 (down 10%) while the lab group's increased from 8.1 to 8.9 (up 11%). Students were also asked whether they wanted to see more examples of flooding, distance vector, or link state routing. Figure 3 shows the percentage of each group who answered yes to zero, one, two, or all three of these questions. Not only did the lab group demonstrate greater improvement and higher overall scores, but they were also far more likely to want to see additional examples.
Finally, the lab group was excited enough about the approach that they spontaneously suggested additional labs to illustrate topics such as connection establishment, virtual circuit setup, and reliable delivery.
Summary
We are developing innovative new laboratory materials that give students a hands-on introduction to both traditional and wireless networking concepts. Our experiences with the routing labs have shown that students learn the material at least as well via the labs, and enjoy the experience more than lecture. Our materials, including the source code for all Cybiko applications, are freely available to faculty interested in using the labs to supplement their networking courses or as the basis of more involved projects and simulations. Visit our web site at http://www.cs.vassar.edu/cybiko, or contact the first author for more information,
